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L ast September the Food and
Drug Administration (FDA),

Rockville, Maryland, issued
a draft policy for the regulation of
computer software products used in
medicine. Many observers agree that
the policy itself, even if accepted in
its present form by the FDA, will
probably have a minimal effect on nu
clear medicine devices. But what is
much less certain is how other soft
ware-related activities of the FDA
will affect the development, manufac
ture and ultimately the use of nuclear
medicine devices that employ
computers.

The prospect of additionalover
sight brings several competing inter
ests to the fore. While the FDA sees
a need to act to protect the public,
manufacturers view this as unneces
sary, and they are wary of further in
trusion into research and develop
ment. For their part, physicians want
the most reliable, up-to-date products
possible, but at the lowest possible
price. Meanwhile some software ex
perts doubt that any FDA policy can
completely protect patients from the
serious consequences of software
malfunctions.

Currently computer products that
are part of a recognized medical de
vice are regulated in the same way as
the parent instrument, according to
Donald R. Hamilton, deputy direc
tor of the division of technical
development at the FDA's Center for
Devices and Radiological Health.

Under the FDA's draft policy, the
concept of â€œcompetenthuman inter
ventionâ€•determines what is and is
not regulated. Computer products
that make it impossible for a physi
cian or nurse to intervene should
something go awry are clearly regu
lated. Those that act as computeriz

ed textbooks orjournals, or that per
form general accounting functions,
are not. Devices designed and used
in a single medical facility, perhaps
in teaching and research, and provid
ed without charge to others, are also
exempt.

Despite questionsâ€”particularly
about the meaning of â€œcompetenthu
man intervention,â€• which even the
FDA admits is still evolvingâ€”some
observers believe the draft policy is
too general to have much impact on
imaging devices. â€œItgave them a
hunting license, but they already had
that,â€•said a representative ofthe Na
tional Electrical Manufacturers Asso
ciation (NEMA), Washington, DC,
who asked not to be identified.

Questions â€˜MoreIntense'

Observers are less sanguine about
other things the FDA is doing, how
ever. The NEMA representative said
he is aware of four documents the
FDA is producing to aid in software
evaluation. One of these is known as
the Technical Reference on Software
Development Activities, which James
Howard, regulatory program manag
er for the General Electric Medical
Systems Group in Milwaukee, Wis
consin, said reflects some of the de
manding standards set for military
software. Moreover, both the NEMA
representative and Mr. Howard said
it iswidelyperceivedintheindustry
that the FDA is paying much more at
tention to software than previously.
â€œInthe last year or so, the questions
have become more intense, more spe
cific, more pointed and more difficult
to talk about:' the NEMA represents
tive said. â€œUntilnow, the FDA looked
at the manufacture ofthe hardware:'
Mr. Howard said, but lately the FDA
is seeking to understand how the soft

wareoperates.â€œThediagnosticimag
ing industry is seeing more of these
kinds ofquestions, but nuclear mcdi
cine is not at all unique in this area:'
he added.

The FDA's recent emphasis on soft
ware may reflect a greater apprecia
tion of the role of computers in the
delivery of health care. Although no
statistics on software failures are
readily available from the FDA, it
seems certain that more devices are
computer controlled than everbefore.
â€œWesee it as a potentiallygrowing
area that might have some dangers:'
Mr. Hamiltonsaid. â€œThereare sys
tems that on their own can do all
kinds ofthings to patients.â€•An exam@
pie is the Therac 25, a linear accelera
tor that was manufactured by Atomic
Energy ofCanada Ltd. (AECL), Ot
tawa, Ontario. In 1985 and 1986, the

device allegedly caused three patient
deaths and three injuries from radia
tion overdoses that were attributed to
a subtle software malfunction. The
error appeared only when a techni
cian rapidly entered a specific, unu
sual combination of keystrokes.
(AECL, which no longer manufac
tures linear accelerators, has cor
rected the software problem and in
stalled additional safety devices.)

A gamma camera with a computer
caused problems recently for Howard
Dworkin, MD, chief of the nuclear
medicine department at William
BeaumontHospital in RoyalOak,
Michigan. Before it was finally re
placed in its entirety by the manufac
turer, Dr. Dworkin's new instrument
experienced two malfunctions: oc
casionally it would show the anterior
view ofone patient and the posterior
view ofanother; and, for no apparent
reason, it would sometimes show im
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ages of the feet of different patients.
Dr. Dworkin recalls first noticing the
problem in January when a patient
showed broken ribs from the front,
but not from the back. In an attempt
to rectify the problems, the company
replaced the circuit boards and soft
ware,but to no avail: â€œEvenafter they
made all the changes, another pair of
feet popped up' Dr. Dworkin said.

Dr. Dworkin is preparing to report
the incident to the FDA, and to write
an article providing the details of his
experience. He pointed out that the
malfunction, which was never identi
fled as being either hardware or soft
ware, could have had serious reper
cussions. â€œCertainlyinappropriate
therapy could have been handed out:'
he said. â€œTherapydecisions are made
on the basis of bone scans, no doubt
about it.â€•

Companies have an interest in de
veloping products that work proper
ly. Physicians, too, have cause for
concern, not only for the humanitar
ian reasons of good patient care but
also because they can be held liable
for software malfunctions that have
deleterious effects, according to Vin
cent Brannigan, a lawyer specializing
in medical computer law in Adeiphi,
Maryland and associate professor of
law and technology at the University
of Maryland.

Nonetheless, manufacturers are
uneasy about heightened FDA inter
est in software. â€œTheywant to know
particulars about the design of the
software, but companies don't want
to talk to anybody outside ofthe corn
pany about the design of the soft
ware,â€•said the NEMA represents
tive. He added: â€œThishas less to do
with annoyanceâ€”one more damn
thing to doâ€”than it has to do with a
very great concern about having out
side people being privy to sensitive
information about the very innermost
workings of their equipment.â€• One
fear is that inspectors will inadvert
ently disclose proprietary informa

tion to competitors during inspec
tions.

George Murray, PhD, director of
the division of anesthesiology, neur
ology and radiology devices of the
FDA'sCenterof DevicesandRadio
logical Health, believes these con
cerns are unfounded. He said the
FDA has been faithful in maintaining
tradesecretsinother areas,andthat
companies needn't fear disclosure by
the agency.

Effects on Cost

Additional regulation is also ac
cused of causing costly delays.
â€œYou'vegot a limited pool of man
power, and whenever you add more
work, you create delays:' said Ed
ward Basile, a lawyer formerly with
the FDA now specializing in medical
device law with the firm King &
Spalding, Washington, DC. â€œItdoes
slow down the process,â€•the NEMA
representative said. â€œIpick up lots of
conversation and anguish from corn
pany members who are party to corn
mitrnents from prospective buyers.â€•
This problem might arise when a
manufacturer tells a potential custom
er on the exhibit floor of a conven
tion that a much-wanted new product
is slated to go into production at a cer
tamtime,onlytoexperiencedelays
caused by FDA requirements. â€œJust
developing the data does take man
hours,â€•he said.

Morestringentoversightmayulti
mately affect product pricing. â€œI'm
sure you're going to add appreciably
to the cost of the software,â€•said Mi
chael Gernignani, PhD, JD, dean of
the college of arts and sciences and
professor of computer science at the
University of Maine in Orono. By
comparison, the regulation of pre
scription drugs is also costly, he
noted, but in that case companies
have a financial incentive to provide
a product that will be widely used and
that can be securely protected with a
patent, making it possible to enjoy
goodprofitsduringthetimewhenthe

company has a monopoly on the
drug. With software, the market is
much more limited, he said, and the
product protection available is more
poorly defined.

Competitive pressure among nu
clear medicine device suppliers, as
evidenced by mergers, takeovers and
company failures, makes delays even
more problematic. If fewer compa
nies devote resources to research and
development, then it may be that few
er innovations in nuclear medicine
technology can be expected in the fu
ture. But Dr. Murray counters that
companies that are doing a good job
of software development and valida
tion will have liule difficulty meeting
the FDA's expectations.

Ifthe FDAdoes intendto provide
thorough oversight ofthe software in
medical devices, some are uncon
vinced that the agency is capable of
doing so. â€œIt'sgoing to be one hell
of a thing to do if they try to regulate
software:' said Dr. Gemignani. â€œI
don't think they've faced up to the
need for resources to do the task,â€•
said Mr. Brannigan. â€œIdon't think
they can really [attempt to] do too
much. The question is, can they chew
what they're trying to bite off'?â€•added
James Dobbins of Verilog USA, a
softwareevaluationcompanybasedin
Alexandria, Virginia.

Observers see severalproblems for
the FDA. First, there is so much mcd
ical software of such complexity now
that it would be impossible for the
agency to evaluate it manually. Even
if it tried, it might not prevent mal
functions. â€œWithsoftware you may
have thousands and thousands of lines
of code, and you can never be abso
lutely sure that it's going to run prop
erly on another piece of hardware
under different conditions:' said Dr.
Gemignani. â€œThere'sno way you can
test for every conceivable condition
that might arise.â€•

Moreover, unlike other medical
products, software is subject to signi
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about five years and has been de
layed, in part, by the sheer complex
ity of the task, according to Dr.
Kirchner. â€œWritingin the terse review
style of MKSAP (Medical Knowl
edge Self-Assessment Program),
which is what we've modeled this af
ter, is a considerabte challenge to
those who are accustomed to writing
longer and less comprehensive re
views,â€•he said. â€œAgreat deal of
editing has been necessary and that
has slowed down the process.â€•Corn
ing up with good questions has also
been challenging. â€œTheformat of the
questions and the level of difficulty
is meant to approximate that of the
board exams, but writing questions

that are sufficiently rigorous to meet
these demands is not easy.â€•

The expansion ofthe earlier sylla
bus into this multicomponent educa
tional program was directed by the
Publications Committee ofthe SNM
in 1984. Planning was fostered by C.
Douglas Maynard, MD, who chaired
the committee at the time, and was
further supported by subsequent
chairs B. Leonard Holman, MD, and
Richard L. Witcofski, PhD.

Dr. Maynard is pleased with the
work of Drs. Siegel and Kirchner and
of the many contributors who made
the project possible. â€œThisis some
thing all practicing nuclear medicine
professionals would want to have, and
I think it's a fantastic thing for the So

ciety to do' he said. â€œItis something
that desperately needs to be done
well, and it's one of those things the
SNM can do well because it has ac
cess to all the experts in the field.â€•

[Nuclear Medicine: Self-Study Pro
gram I is priced at $90 for SNM
members, $115for non-members, and
$75 for residents and technologists.
For more information or to order a
copy, contact the Society of Nuclear
Medicine, Department 588J, 136
Madison Avenue, New York, NY
10016-6760, (212) 889-0717. IMorma
tion can also be obtained at the SNM
publications booth during the Annual
Meeting, June 14â€”17,1988, at the
Moscone Convention Center in San
Francisco, California.]
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ficant modifications by the user. Dr.
Gemignani said there's a saying in
computer science, albeit an overstate
ment but nonetheless revealing, that
every time you correct one bug in a
program you introduce another.
When physiciansor physicistsalter
program features, the result could be
software that malfunctions in unex
pected ways. â€œTheFDA doesn't ac
commodate that,â€•Mr. Basile pointed
out. At some point, recertification
may be advisable, but at what point?

Perhaps, Dr. Gemignani noted, the
small risk of software malfunction in
medical devices is worth taking, in
the same way that society accepts the
risk of airplane crashes in exchange
for the convenience ofair travel. The
FDA shouldn't allow poorly designed
software any more than it allows un
safe pharmaceuticals, he said, but
regulations should be directed toward
requiring manufacturers to test for the
most common problems under rca
sonable conditions. The agency could
license software separately for each
individual combination of computer
hardware and operating system and

require the use ofthe available debug
ging devices, but beyond that, he
said, â€œIthink you've got to let it fly
either that or don't use it at all.â€•

Currently the FDAis evaluatingthe
positive and negative comments that
have been received on the proposed
policy, Mr. Hamilton said. Dr. Mur
ray added that the agency is consider
ing fitting the level of scrutiny of the
software to the level of hazard posed
to the patient by a malfunction.

The FDA is also grappling with
questions about competent human in
tervention. For example, ifa compu
ter that transmits images over the tele
phone must compress the data before
transmittal, making the received
image less detailed than the original,
then is the physician on the other end
of the line competent to intervene if
something goes awry? What kind of
data does he or she need to make such
a judgment? Or if an expert system
provides a list ofprobable diagnoses,
does it also provide enough data for
competent human intervention if the
computer is wrong? If output can be
intelligently interpreted by an expert,
then the validity ofthe interpretation

is a scientific issue, not a regulatory
one, said Harold Schoolman, MD,
deputy director for research and edu
cation at the National Library of
Medicine, Bethesda, Maryland,
which provides support for medical
computing. â€œIftheoutput is accepted
on faith , then the argument for regu
lation becomes much stronger, in
deed compellingâ€• when patient
health is at stake, he added.

TheFDAhasacceptedNEMAand
the Washington-based Health Indus
try Manufacturers Association
(HIMA)'soffer to contributeto the
process of constructing a policy that
best meets the goals of all parties in
volved. These and other industry
groups have begun meeting to come
to a consensus, and will be seeking
the FDA's input as they work to devel
op a workable suggestion . FDA offi
cials emphasize that they are not in
sensitive to industry's concerns, but
that they feel a strong obligation to
fulfill their congressional mandate.
As Mr. Hamilton put it: â€œOurmis
sion is to protect the public.â€•

Karla Harby
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